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Securing the Open AI Frontier



Open-weight Models and Offensive Cyber Operations
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Cyber Policy When Control on AI is Lost

The Mitigation Gap

• API-based models: Monitoring, filtering, rate-limiting, implementing guardrails. 

• Open-weight models: Control is gone. 

• Our traditional security playbook becomes obsolete.



An Ineffective Security Playbook

• API-based safeguards? Irrelevant when the model runs locally. 

• Watermarking to trace malicious outputs? It can often be modified or removed by a 
determined actor. 

• Secure enclaves? Bypassed entirely. 

• Safety alignments—the "guardrails" carefully trained into these models to prevent harmful 
behavior—can often be trivially stripped away through fine-tuning, a process sometimes 
called "model unfiltering."



Evolving Policy & Accountability

• EU AI Act initial drafts based on the old centralised control paradigm. 

• Ambiguity about the open-source definition. 

• Imposed obligations (e.g. post-market monitoring) impossible to fulfil. 

• Risk of stifling innovation with impossible compliance burdens or creating loopholes.



European Commission’s Public Consultation



Substantial Modification & Proportional Accountability

• Downstream actors becomes provider, in the event they remove guardrails and safety 
measures. 

• Accountability and liability shifts from the original innovator to the downstream deployer or 
modifier. 

• Loopholes are closed, without punishing responsible open development.



The Path Forward: A Multi-Faceted Approach

• Shift our focus from controlling models to evaluating capabilities; 

• Use AI to fight AI; 

• Urgent need for int’l standardisation.



What dangerous things can this model do?

From Controlling Models to Evaluating Capabilities



From AI-Powered Threat Detection to Automated Incident Response at Machine Speed

AI to Fight AI



Int’l Standardisation

• Standardised Evaluation: Creating a common methodology, perhaps an "Offensive AI 
Capability Index," so that a risk assessment in one country is understood and trusted in 
another. 

• Secure Release Practices: Defining best practices for open-weight model releases, including 
mandatory transparency through detailed Model Cards and Risk Assessments. 

• Enhanced CTI Sharing: Developing new protocols for Cyber Threat Intelligence that are 
specifically tailored to AI-driven threats, allowing us to share indicators of AI-powered 
attacks in near real-time.



Downstream Regulatory Focus



Conclusions & Call to Action

• Pragmatic Equilibrium 

• An ecosystem where innovation continues to be open, but with guardrails and 
accountability  

• Let’s empower defenders in the same way we are doing with attackers 

• A collective effort
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